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Summary 

Bitcoin first appeared in January 2009, the creation of a computer programmer using the 
pseudonym Satoshi Nakamoto. His invention is an open-source (its controlling computer code is 
open to public view), peer-to-peer (transactions do not require a third-party intermediary such as 
PayPal or Visa) digital currency (being electronic with no physical manifestation). The Bitcoin 
system is private, with no traditional financial institutions involved in transactions. Unlike earlier 
digital currencies that had some central controlling person or entity, the Bitcoin network is 
completely decentralized, with all parts of transactions performed by the users of the system. 

With a Bitcoin transaction there is no third-party intermediary. The buyer and seller interact 
directly (peer to peer), but their identities are encrypted and no personal information is transferred 
from one to the other. However, unlike a fully anonymous transaction, there is a transaction 
record. A full transaction record of every Bitcoin and every Bitcoin user’s encrypted identity is 
maintained on the public ledger. For this reason, Bitcoin transactions are thought to be 
pseudonymous, not anonymous. Although the scale of Bitcoin use has increased substantially, it 
still remains small in comparison to traditional electronic payments systems, such as credit cards, 
and the use of dollars as a circulating currency. 

Congress is interested in Bitcoin because of concerns about its use in illegal money transfers, 
concerns about its effect on the ability of the Federal Reserve to meet its objectives (of stable 
prices, maximum employment, and financial stability), and concerns about the protection of 
consumers and investors who might use Bitcoin. 

Bitcoin offers users the advantages of lower transaction costs, increased privacy, and long-term 
protection of loss of purchasing power from inflation. However, it also has a number of 
disadvantages that could hinder wider use. These include sizable volatility of the price of 
Bitcoins, uncertain security from theft and fraud, and a long-term deflationary bias that 
encourages the hoarding of Bitcoins. 

In addition, Bitcoin raises a number of legal and regulatory concerns, including its potential for 
facilitating money laundering, its treatment under federal securities law, and its status in the 
regulation of foreign exchange trading. 
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T he digital currency called Bitcoin has been in existence since 2009 and for most of that 

time it remained little more than a technological curiosity of interest to a small segment of 
the population. However, over the last year and a half, Bitcoin use has grown substantially; 
attention by the press has surged, and recently Bitcoin caught the attention of Congress, being the 
subject of two Senate hearings. 1 



This report has three major sections. The first section answers some basic questions about Bitcoin 
and the operation of the Bitcoin network and its interaction with the current dollar-based 
monetary system. The second section summarizes likely reasons for and against widespread 
Bitcoin adoption. The third section discusses legal and regulatory matters that have been raised 
by Bitcoin and other digital currencies. 



Some Basic Questions 



What Is Bitcoin? 

Bitcoin first appeared in January 2009, the creation of a computer programmer using the 
pseudonym Satoshi Nakamoto. His invention is an open source (its controlling computer code is 
open to public view), peer to peer (transactions do not require a third-party intermediary such as 
PayPal or Visa), digital currency (being electronic with no physical manifestation). 2 

Like the U.S. dollar, the Bitcoin has no intrinsic value in that it is not redeemable for some 
amount of another commodity, such as an ounce of gold. Unlike a dollar, a Bitcoin has no 
physical form, is not legal tender, and is not backed by any government or any other legal entity, 
and its supply is not determined by a central bank. The Bitcoin system is private, but with no 
traditional financial institutions involved in transactions. Unlike earlier digital currencies that had 
some central controlling person or entity, the Bitcoin network is completely decentralized, with 
all parts of transactions performed by the users of the system. 

How Does the Bitcoin System Work? 

Bitcoin is sometimes referred to as a cryptocurrency because it relies on the principles of 
cryptography (communication that is secure from view of third parties) to validate transactions 
and govern the production of the currency itself. Each Bitcoin and each user is encrypted with a 
unique identity, and each transaction is recorded on a decentralized public ledger (also called a 
distributed ledger or a blockchain) that is visible to all computers on the network but does not 
reveal any personal information about the involved parties. Cryptographic techniques enable 



1 On November 18, 2013, the Senate Committee on Homeland Security and Governmental Affairs held a hearing on 
Beyond Silk Road: Potential Risks, Threats, and Promises, available at http://www.hsgac.senate.gov/hearings/beyond- 
silk-road-potential-risks-threats-and-promises-of-virtual-currencies. On November 19, the Senate Committee on 
Banking, Housing, and Urban Affairs held a hearing on The Current and Future Impact of Virtual Currencies, 
available at http://www.banking. senate. gov/public/index.cfm?FuseAction=Hearings.Hearing&Hearing_ID=955322cc- 
d648-4a00-a41f-c23be8ff4cad. 

2 General background discussions about Bitcoin can be found at Bitcoin, available at http://bitcoin.org/en/; Jerry Brito 
and Andrea Castillo, Bitcoin: A Primer for Policymakers, Mercatus Center, George Mason University, 2013, available 
at http://mercatus.org/publication/bitcoin-primer-policymakers; and Federal Reserve Bank of Chicago, Chicago Fed 
Letter, Bitcoin: A Primer, 2013, available at http://www.chicagofed.org/digital_assets/publications/chicago_fed_letter/ 
2013/cfldecember2013_3 17.pdf; and the Bank of England, The Economics of Digital Currencies, Quarterly Bulletin, 
Q3 2014, available at http://www.bankofengland.co.uk/publications/Documents/quarterlybulletin/2014/ 
qbl4q3digitalcurrenciesbitcoin2.pdf. 
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special users on the bitcoin network, known as miners, to gather together blocks of new 
transactions and compete to verify that the transactions are valid — that the buyer has the amount 
of Bitcoin being spent and has transferred that amount to the seller’s account. For providing this 
service, miners that successfully verify a block of transactions are rewarded by the network’s 
controlling computer algorithm with 25 newly created Bitcoins. 3 

This decentralized management of the public ledger is the distinguishing technological attribute 
of Bitcoin (and other decentralized cryptocurrencies) because it solves the so-called double 
spending problem (i.e., spending money you do not own by use of forgery or counterfeiting) and 
the attendant need for a trusted third party (such as a bank or credit card company) to verify the 
integrity of electronic transactions between a buyer and a seller. Public ledger technology could 
have implications not just for the traditional payments system but possibly also for a wide 
spectrum of transactions (e.g., stocks, bonds, and other financial assets) in which records are 
stored digitally. 

How Are Bitcoins Obtained? 

To interact on the Bitcoin network users first need to download the free and open-source 
software. Once connected to the network, there are three ways to obtain Bitcoins. First, a user can 
exchange conventional money (e.g., dollars, yen, and euros) for a fee on an online exchange (e.g., 
Okcoin, Coinbase, and Kraken). The exchange fee falls with the size of the transaction, ranging 
from 0.5% for small transactions down to 0.2% for large transactions. 

The price of Bitcoin relative to other currencies is determined by supply and demand. In mid- 
January 2015, a single Bitcoin was valued at around $220. However, the price has been quite 
volatile, having been less than $20 in January 2013, above $1,100 in December 2013, and around 
$320 as recently as mid-December 2014 (representing more than a 30% fall in value in about one 
month). 4 

Second, a user can obtain Bitcoins in exchange for the sale of goods or services, as when a 
merchant accepts Bitcoin from a buyer for the sale of his product. 

Third, as discussed earlier, a user can acquire new Bitcoins by serving as miner and applying his 
or her computer’s processing power to successfully verify the validity of new network 
transactions. The probability of an individual discovering Bitcoins through mining is proportional 
to the amount of computer processing power that can be applied. This prospect is likely to be very 
small for the typical office or home computer. The difficulty of the verification problem increases 
so that Bitcoins will be discovered at a limited and predictable rate system-wide. But the 
increased difficulty of verification means that the computational cost of that service also rises. 

Therefore, the supply of Bitcoins does not depend on the monetary policy of a virtual central 
bank. In this regard, despite being a currency with no intrinsic value, the Bitcoin system’s 
operation is similar to the growth of money under a gold standard, although historically the 
amount of gold mined was more erratic than the growth of the supply of Bitcoins is purported to 
be. Depending on one’s perspective, this attribute of the bitcoin network can be a virtue or a vice. 



3 To mine and validate a new block of transactions, miners compete to solve a difficult math problem. The miner that 
solves the problem first validates the transactions in the block and broadcasts his or her proof-of-work to the bitcoin 
network. Other miners in the network check the successful miner’s results. If the miner’s work is found to be correct, 
he or she is rewarded by the system with 25 new bitcoins. 

4 The current price of a Bitcoin can be obtained from Bitcoin-Charts available at http://bitcoincharts.com/. 



Congressional Research Service 



2 



Bitcoin: Questions, Answers, and Analysis of Legal Issues 



Currently, about 13.7 million Bitcoins are in circulation. However, the total number of Bitcoins 
that can be generated is arbitrarily capped at 2 1 million coins, which is predicted to be reached in 
2140. However, because a Bitcoin is divisible to eight decimal places, the maximum amount of 
spendable units is more than 2 quadrillion (i.e., 2,000 trillion). 5 

Purchased or mined Bitcoins are thereafter stored in a digital wallet on the user’s computer or at 
an online wallet service. 

Are Bitcoin Transactions Anonymous? 

Bitcoin transactions are not truly anonymous. 6 An example of an anonymous transaction is an 
exchange for cash between two strangers. In this case, no personal information need be revealed 
nor does there need to be a record of the transaction. At the other extreme a non-anonymous 
transaction is a typical online purchase using a credit card. This transaction requires validation by 
a third-party intermediary to whom the buyer’s and seller’s identities and pertinent financial 
information is known and who maintains a record of the transaction. A Bitcoin transaction falls 
between these two extremes. 

With a Bitcoin transaction there is no third-party intermediary. The buyer and seller interact 
directly (peer to peer), but their identities are encrypted and no personal information is transferred 
from one to the other. However, unlike a fully anonymous transaction, there is a transaction 
record. A full transaction record of every Bitcoin and every Bitcoin user’s encrypted identity is 
maintained on the public ledger. For this reason Bitcoin transactions are thought to be 
pseudonymous, not anonymous. 

Because of the public ledger, researchers have found that, using sophisticated computer analysis, 
transactions involving large quantities of Bitcoin can be tracked and claim that if paired with 
current law enforcement tools it would be possible to gain a lot of information on the persons 
moving the Bitcoins. 7 Also, if Bitcoin exchanges (where large transactions are most likely to 
occur) are to be fully compliant with the hank secrecy regulations (i.e., anti-money laundering 
laws) required of other financial intermediaries, Bitcoin exchanges will be required to collect 
personal data on their customers, limiting further the system’s ability to maintain the user’s 
pseudonymity. 

What Is the Scale of Bitcoin Use? 

Despite significant growth since its inception, Bitcoin’s scale of use remains that of a “niche” 
currency. As of mid-January 2015, the total number of Bitcoins in circulation globally was about 
13.7 million, up about 1 million coins from a year earlier. With its recent market price of near 
$200, Bitcoin’s current market capitalization (price x number of coins in circulation) is about 
$2.7 billion. However, large swings in the price of Bitcoin have caused that market capitalization 
to exhibit similarly large changes during the year. As recently as December 2013, with Bitcoin 
exchanging at near $1,100, the market capitalization was above $140 billion. Although numerous 



5 Because the supply of Bitcoins is fixed in the long run, sustaining the payment of Bitcoins to miners for providing 
verification services will be impossible. Without that subsidy, the Bitcoin network arguably could face rising 
transaction costs and a diminished attractiveness when compared with traditional centralized payment systems. 

6 Joshua Brustein, “Bitcoin May Not Be Anonymous After All,” Bloomberg Business Week , August 27, 2013, available 
at http://www.businessweek.com/articles/2013-08-27/bitcoin-may-not-be-so-anonymous-after-all. 

7 Sarah Meiklejohn et al., “A Fist Full of Bitcoins: Characterizing Payments Among Men with No Name,” University 
of California, San Diego, December 2013, available at http://cseweb.ucsd.edu/~smeiklejohn/. 
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